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CHAPTER

1 Introduction

This guide is part of the DSView 3 Software Development Kit (SDK) for the GUI Access
Application Programming Interface (API).

Product Overview

The DSView 3 management software enables users to manage remote devices through secure
connections. It is a browser-based enterprise management solution that works across platforms.
The DSView 3 SDK helps you to incorporate core services of DSView 3 software into your
applications. The SDK includes:

*  GUI Access API

Using the GUI Access API, your application can request browser sessions that display named
pages. The named pages allow your application to launch viewer sessions to target devices.
e Samples of the API

Figure 1.1 shows the flow of information between the DSView 3 software, application programs,
APIs and units.
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The GUI Access API provides a means for third party applications, tools, systems and web
browsers to access the DSView 3 software using named pages. Named pages are URLSs that are
processed by the DSView 3 software system to provide the requested functionality. These named
pages are submitted to the DSView 3 software using HTTPS, and generally contain parameters that
are specific for the page.

The application to be integrated may reside on the same system as the DSView 3 software or on
another server. The calling application must provide proper credentials to the GUI Access API.

This chapter describes the named page requests and responses. It also describes the sample
applications.

Syntax conventions

This chapter uses the following syntax conventions.

» ltalic type indicates user-supplied value(s).

»  Square brackets ([ ]) enclose optional value(s).

e A vertical bar (|) separates choices.

*  When typing commands, omit brackets, braces and vertical bars.
e Use an ampersand (&) between parameters.

Operating Environment

Protocol

e HTTPS Internet protocol - used in production environments with the Enterprise DSView 3
software

Web browsers
The web browser must have cookies enabled for all named pages in the DSView 3 software.
*  Microsoft Internet Explorer, version 6.0 or higher

*  Netscape, version 7.0 or higher
* Mozilla, version 1.3 or higher
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Cookie support must be enabled in the browser for all named pages.

Many of the named page requests return responses that are intended to be directed to a browser.
Some of these responses require the browser to be configured appropriately. Table 2.1 on page 11
lists the recommended settings for:

»  Browser window width
e Browser window height
»  Show browser toolbar (whether the browser toolbar should be hidden)

Applications

Your applications may reside on the same system as the DSView 3 server or on another server.
Supported languages include, but are not limited to:

e HTML /JavaScript
«  Visual C++® (only on Microsoft Windows systems)
«  Visual Basic® (only on Microsoft Windows systems)

Licenses, sessions and session reuse

A user session is required for accessing named pages. A user session can be created for each named
page requested by passing in the user credentials (username and password). Alternatively, a user
session may be reused by passing a session ID or cookie.

Licenses account for simultaneous active user sessions, not active users. For example, it is possible
for one user to have five active user sessions. This would account for five licenses. Generally,
named page requests should reuse user sessions by using the Create Session and Destroy Session
pages to control the lifecycle of a user session.

If you do not reuse sessions, then the DSView 3 server must authenticate each named page request
and exclusively use one session license from the pool of available sessions, thereby increasing the
total number of active user sessions. The increase in the number of active user sessions can lead to
subsequent authentication operations failing due to exceeding the license limit. This includes
named page requests and standard web access to the DSView 3 server.

Certificates

By default, the DSView 3 software system uses self-signed certificates for secure transactions. The
self-signed certificate can be replaced with a certificate signed by a trusted third party. HTTPS
sessions established for use with the GUI Access APl may need to accept the certificate. If the
HTTPS session is established using a browser, the browser may present a Security Alert/Warning
dialog box.

HTTP Requests for Named Pages

Named pages are submitted to the DSView 3 software using HTTPS, and generally contain
parameters that are specific for the page. The DSView 3 server processes that request and returns
an HTTP response. These responses are generally displayed in a browser.
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NOTE: Authentication differs from authorization. For an authenticated user, the DSView 3 server authorizes
information access based on configured access rights.

URL format

https://dsviewServer[:dsviewPort]/namedPage?[authentication_parameters] [target_parameters]
Parameters
https
(Required) When running the Enterprise DSView 3 software, you must specify https.
dsviewServer
(Required) Hostname of the DSView 3 server to which the request is directed.
dsviewPort
(Optional) Port number to which the request is directed. Default = 8080
namedPage
(Required) Full pathname of the requested named page. Valid values are:
/dsview/avct/core/ createSession.page - see Creating a User Session on page 8
/dsview/avct/core/ destroySession.page - see Destroying a User Session on page 9
/dsview/avct/browser/ launchSession.page - see Launching a Session on page 10
authentication_parameters

(Optional) Credentials or session ID to be used for authentication and authorization. See
Authentication Parameters on page 5.

target_parameters
(Optional) Name or address of the target device. See Target parameter on page 10.

Authentication Parameters
All requests to the GUI Access API require authentication. Authentication information for a named
page may be specified in the following ways:
»  Passing user credentials (username and password) with the request

»  Passing a user session ID with the request
e Using the session ID specified in a cookie

User credentials
HTTP request with user credentials

The following user credentials may be used as parameters for the request:

_authUsername - username to be used for authentication and authorization of the named page
_authPassword - password to be used for authentication and authorization of the named page
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These parameters will be evaluated. If they are valid, a user session will be created. The HTTP
response will return the user session ID in the HTTP response header and will indicate that a cookie
should be created with the user session ID.

If the named page encounters any error condition after authentication, the HTTP response will not
provide a user session ID.

Sample URL with user credentials:
https://[dsviewServer]:[dsviewPort]/[namedPage]?_authUsername=user& _authPassword=pwd
HTTP request without user credentials

As an alternative to providing credentials, the HTTP request my be redirected to the DSView 3
software login page and prompted for credentials. Use the following parameter:

_authNeeded - redirects the request to the DSView 3 software login page before proceeding to
the Named page.

If valid credentials are entered in the login page, a user session will be created. The HTTP response
will return the user session ID in the HTTP response header and will indicate that a cookie should
be created with the user session ID. The DSView 3 software will navigate to the Named page.

Any value can be passed with this parameter.
Sample URL without user credentials:

https://[dsviewServer]:[dsviewPort]/[namedPage]?_authNeeded=1

User session ID

All named pages provide support for passing a user session ID as a parameter.

_authSession - identifies the user session to be used for authentication and authorization of the
named page

The parameter will be evaluated. If it identifies an active session, the named page will continue
processing. The HTTP response will return the user session ID in the response header and will
indicate that a cookie should be created with the user session ID.

If the named page encounters an error condition after session ID verification, the HTTP response
will not include the session ID.

Sample URL with user session ID:
https://[dsviewServer]:[dsviewPort]/[namedPage]?_authSession=48BFACCB16986926

Cookies

Cookies may be used to retrieve user session information.

The DSView 3 server first checks if credentials (username and password) or a session ID are
provided with a named page request. If they are not, the server checks for a cookie and uses it, if
found.



Chapter 2: GUI Access API 7

If the user session information from the cookie identifies an active session, the named page will
continue processing. The HTTP response will return the user session ID as an attribute in the
response header.

If the named page encounters an error condition after session ID verification, the HTTP response
will not include the session ID.
Specifying multiple methods

When user credentials and a user session ID are specified in a named page request, the user session
ID is checked to see if it is still active and for the specified user credentials. If so, the named page
continues processing, using the user session ID. If not, a new user session is created, using the
supplied user credentials.

HTTP Response Header

After processing each named page request, the DSView 3 server returns an HTTP response that
provides information about the results.

Only a few of the requests have responses that must be programmatically evaluated to determine
the results of the request. Many requests expect that the HTTP response is directed to a browser for
presentation. If the response is directed to a browser, no additional browser settings are required
and any errors are presented to the user.

Attributes returned in HTTP response header

dsview-error

(Always returned)

Error status of the request.
0 - OK (Success)
1 - Bad Credentials
2 - System Error
3 - License Limit Reached
4 - User Session Expired
5 - User Account Disabled/Locked
6 - Prompting Required (see note)
100 - Operation Requires Authentication
101 - Not Authorized
102 - Unit Requested Not Found
103 - Unit Requested Cannot Perform Action Requested
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NOTE: The GUI Access API does not provide the ability to process multi-step authentication. When the user
being authenticated belongs to an external authentication service such as RSA SecurlD, and the external
authentication service requires additional prompting in order to authenticate the user, such as when an RSA user
account is in New Pin Mode or Next Token Mode, authentication will fail for that user with a dsview-error status 6.
If this situation occurs, the user needs to login to the DSView 3 software through the login page from a DSView 3
software client and complete the necessary steps to disable the mode that requires additional prompting for the
user account.

dsview-session
(Returned only if the dsview-error value is 0 (Success))

User session ID. Reuse this user session ID in subsequent requests to avoid using up all user
sessions granted by your DSView 3 software license. Always use the user session ID returned
by the most recent request.

Creating a User Session

The Create Session page is used to create a user session and/or verify an existing user session.

» Ifausersession ID is specified and no user credentials are specified, the page will verify that
the user session is still active.

« Ifausersession ID and user credentials are specified, the page will verify that the user session
is still active and matches the passed credentials. If not, it will attempt to create a new user
session.

» Ifonly user credentials are specified, the page will attempt to create a new user session.

» Ifauser session ID is returned, the session inactivity time-out will be renewed, which will
allow the caller of this page to use this user session ID in a subsequent page request.

NOTE: Generally, this page should be called before any of the other named pages. This will verify that the
current user session is active (creating a new one if necessary) and reset the inactivity timer, thereby reducing
the chance that a subsequent named page request will fail due to user session expiration.

URL format

https://dsviewServer[:dsviewPort]/dsview/avct/core/createSession.page?
[authentication_parameters]

Parameters
https

(Required) When running the Enterprise DSView 3 software, you must specify https.
dsviewServer

(Required) Hostname of the DSView 3 server to which the request is directed.
dsviewPort

(Optional) Port number to which the request is directed. Default = 8080
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authentication_parameters
(Optional) User session ID or credentials. See Authentication Parameters on page 5.

Return

The HTTP response header contains information that can be processed programmatically, allowing
the receiver to get/validate a user session for subsequent named page requests. If the response is
directed to a browser, no additional browser settings are required. See HTTP Response Header on
page 7 for more information.

Example URL

The following URL contains a named page request to create a user session. It supplies a user
session ID and credentials. The user session will be verified to see if it is still active and matches
the passed credentials. If not, a new user session will be created.

https://localhost:8080/dsview/avct/core/createSession.page?
_authSession=48BFACC&_authUsername=myUseré&_authPassword=myPassword

Destroying a User Session

The Destroy Session page is used to terminate a user session. When a user session is terminated,
one licensed user session is returned to the pool of available sessions. If a user session 1D is not
specified, the session ID stored in a cookie will be used, if available.

Syntax

https://dsviewServer[:dsviewPort]/dsview/avct/core/
destroySession.page?[authentication_parameters]

Parameters

https

(Required) When running the Enterprise DSView 3 software, you must specify https.
dsviewServer

(Required) Hostname of the DSView 3 server to which the request is directed.
dsviewPort

(Optional) Port number to which the request is directed. Default = 8080
authentication_parameters

(Required) User session ID (not credentials). See Authentication Parameters on page 5.

Return

The HTTP response header contains information that can be processed programmatically, allowing
the receiver to review the results. If the response is directed to a browser, no additional browser
settings are required.

See HTTP Response Header on page 7 for more information.
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Example URL

The following URL contains a named page request to terminate the session that has the session ID
1c9si8eud3h4d.

https://localhost:8080/dsview/avct/core/
destroySession.page?_authSession=1c9si8eud3h4d

Launching a Session

The Launch Session page is used to launch a DSView 3 software session to a viewer or a page
within the DSView 3 software. This page requires a user session with appropriate access rights: for
viewers (KVM, Serial and Serial-over-LAN), the Establish Viewer Session right is required. For all
others, the View right is required.

Target parameter

The target parameter may be specified as the name (targetName) or address (targetAddress) of the
unit. The target name is used to match the unit name field in the DSView 3 software database, and
the target address is used to match the unit address field.

e Asearch is conducted for a simple match.

» Ifamatch is not found, a search is conducted based on the address returned on a DNS lookup
with the target address.

e Ifamatch is not found, a search is conducted based on the name returned on a DNS lookup
with the target address.

If both a name and address are specified, the target name is used first. If no match is found, the
target address is used.

URL format

https://dsviewServer[:dsviewPort] /dsview/avct/core/launchSession.page?session_type&
target&[authentication_parameters]

Parameters
https

(Required) When running the Enterprise DSView 3 software, you must specify https.
dsviewServer

(Required) Hostname of the DSView 3 server to which the request is directed.
dsviewPort

(Optional) Port number to which the request is directed. Default = 8080
sessionType

Session type. See Table 2.1, which also lists the optimal browser settings for width, height and
whether the toolbar should be displayed.
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targetName

(Required) Name (targetName=) or address (targetAddress=) of the unit.

authentication_parameters

(Optional) User session ID or credentials to be used for authentication and authorization. See
Authentication Parameters on page 5.

Table 2.1: GUI Access API Session Types

Browser
sessionType Description
Width Height Toolbar

coreMain D isplays the primary DSView Qsoﬁwgre Default Default Default
interface. No target parameter is required.

coreOverview Laun_ghes the Unit Overview window for the Default Default Default
specified target.

avetKVM Launches a KVM session to the specified 400 300 False
target.

avetSerial Launches a serial session to the specified 400 300 False
target.

avetTelnet Launches a Telnet session to the specified 400 300 False
target.

avetBrowser Launches a browser session to the specified Default Default Default
target.

avetiPMI Launches an IPMI session to the specified 600 400 False
target.
Launches a Dambrackas Video Compression

avetbve (DVC)™ KVM session to the specified target. 400 300 False

avetNEC Launches an NEC KVM session to the specified 400 300 False
target.

™ 1

avetDellDrac Laun_c_hes a Dell™ Drac KVM session to the 400 300 False

specified target.
® .

avCtiBMRSA Laun_ghes an IBM™ RSA Il KVM session to the 400 300 False
specified target.

avetSerialoverLan Laun_qhes a Serial over LAN session to the 400 300 False
specified target.

avetTerminalServices Laun_c_hes a Terminal Services session to the 400 300 False
specified target.

avctVNC Launches a VNC session to the specified target. 400 300 False
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Return

The HTTP response is expected to be directed to a browser. If any errors are encountered, an error
page in HTML format is returned. See HTTP Response Header on page 7 for more information.

Example
The following URL contains a named page request to launch an Avocent KVM session to the unit
named myTarget.

https://localhost:8080/dsview/avct/core/
launchSession.page?sessionType=avctKvm&targetName=myTarget
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